LASCO FINANCIAL SERVICES
DATA PROTECTION AND PRIVACY STATEMENT

1. INTRODUCTION

Your privacy and your rights are important to the LASCO Financial Services Group. This Privacy Notice
explains what information LASCO Financial Services Limited (“LFSL”), situated at 38% Red Hills
Road, Kingston 10, and its subsidiary LASCO Microfinance Limited (“LASMF”) collect about you and
how that information is used.

If you subscribe to or engage in the use of, LASCO Financial Services Limited products and services
(in Money Stores, online or via agent locations), visit LFSL websites, download and use LFSL mobile
applications, or use services provided within mobile device wallets or other third-party applications,
this Privacy Notice will apply.

LASCO Financial Services Limited recognizes the importance of safeguarding the personal
information (“information”) of customers who use LASCO Financial Services Limited services. This
Privacy Notice (“Notice”) sets out the basis on which your information will be collected, stored and
used by LFSL and reflects LASCO Financial Services Limited’s commitment to maintaining the
confidentiality and security of your information while providing customers with the best possible
service.

2. USE OF WEBSITE AND SERVICES

This Website is provided by LASCO Financial Services Limited and describes how your information is
used by a member of the LASCO Financial Services Limited Group of Companies (“LASCO Financial
Services Limited” or “LFSL”) when:

a. You use this website (the “Website”), any LFSL mobile software applications (“Apps”), or

other digital platforms (together the “Sites”).

b. You use services provided within mobile device wallets or other third-party applications.
You obtain services from LFSL Money Stores or from one of LFSL’s authorized agent locations.
d. You contact LFSL customer service lines or interact with LFSL using other communication

channels including email, live chat, SMS or social media platforms.

e. You purchase or use LASCO Financial Services Limited branded products, or products
provided under the branding of LFSL partners.

o

These services and products are collectively referred to in this Notice as “LASCO Financial Services
Limited services.” Depending on how the services are provided to you, the partner’s Privacy Notice
may also apply.

3. LEGAL FRAMEWORK

LASCO Financial Services Limited collects, stores, processes and discloses (collectively “uses”)
your information in a manner consistent with the Jamaica Data Protection Act, 2020, and by
extension the General Data Protection Regulation (EU) 2016/679, the Data Protection Act 2018,
and the Data Protection, Privacy and Electronic Communications Regulations (UK GDPR) where
applicable.

LFSL also processes personal information in accordance with any other applicable local laws in
jurisdictions where LFSL conducts business.
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If you have any requests concerning your information, please refer to Section 11 of this Notice. If you
have any queries regarding LFSL Group practices, please contact LFSL using the contact details
provided in Section 15.

4. WHAT INFORMATION DOES LFSL COLLECT?
LASCO Financial Services Limited collects, stores, processes and discloses your information in a
manner consistent with applicable data protection laws.

LFSL collects and processes information in the following ways:

4.1 Information You Provide to LFSL
You provide LFSL with information about yourself when you use LASCO Financial Services Limited
services or communicate with LFSL and its subsidiaries, whether in writing, by phone, via social
media or by any other means. Information may also be provided when you enter competitions,
promotions or surveys.
Where LFSL requests information from you, such information may be collected through forms or
online pages used when establishing or accessing services, including when you:

e setupalLASCO GOLD Visa Prepaid Card

o register fora LASCO Biz account

o register fora LASCO GOLD Sen2Me account

e applyfor aloan from LASCO Microfinance Limited

o register for loyalty programmes offered by LFSL

If you subscribe to receive newsletters or communications from LFSL, you may provide your name,
email address and information indicating how you heard about LFSL. You may also provide
information relating to marketing preferences.

Registration details for certain services may include:
e unique productidentifiers
e date of birth
e answers to security questions
e email address
e marketing preferences

Where you conduct business with LASCO Financial Services Limited services, LFSL will collect
information necessary to complete transactions. This may include:

(] name

o date of birth

e home address

e Dbilling address

o office address

e email address

o forms of identification (such as passport or driver’s licence)

e mobile telephone number

¢ landline telephone number

e prepaid card information

o other paymentinformation, including bank account details

Additional information such as sender details, contact information and source of funds may also be
required to complete remittance or cambio transactions, or when loading a prepaid card with cash.
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If required information is not provided, LFSL may not be able to proceed with the requested
transaction.

4.2 Information Collected Automatically

LASCO Financial Services Limited may collect certain information automatically whenever you visit
LFSL Sites or use LASCO Financial Services Limited services. This may occur through technologies
such as cookies and web beacons.

Information collected may include:
e device type
e browserinformation
e operating system (for example Android or iOS)
e usage patterns
e geo-location information

Depending on your marketing and cookie preferences, and your device settings, LFSL may present
targeted marketing messages or analyze how applications are used to improve digital services and
application performance.

LFSL may use information collected automatically for purposes including:
¢ administering LFSL Sites
e troubleshooting and system maintenance
e ensuring content is presented effectively on your device
e maintaining security of LFSL platforms
e measuring the effectiveness of advertising
e providing recommendations about services that may interest customers

Where CCTV systems are installed at LFSL premises or Money Stores, LFSL may collect CCTV images
for the purposes of crime prevention, security monitoring and public safety.

4.3 INFORMATION RECEIVED FROM THIRD PARTIES
LASCO Financial Services Limited may also receive information from third parties, including publicly
available sources.

This information may include:
e Non-personal information used to supplement existing data, such as demographic
information and affluence metrics.
¢ Information received from other members of the LASCO Financial Services Limited Group of
Companies.
¢ Information obtained from organizations with which LASCO Financial Services Limited works
closely to provide services to customers.

These organizations may include:
e LASCO Financial Services Limited agents
e Money service providers
e Third-party payment providers
e Identity verification service providers
e Creditreference agencies
e Regulatory authorities
3|Page



o Fraud prevention agencies
¢ Social media platforms

5. HOW LFSL USES THE INFORMATION COLLECTED

The information LFSL holds about you may be used in several ways. In general, this is to provide
services requested by customers, maintain communication with customers and improve customer
experience and service quality.

In some instances, LFSL may also use this information to send marketing communications
considered relevant to customers. Such communications will only be sent where permitted by law
or where consent has been provided.

You have the right to object to LFSL sending marketing communications at any time.

LFSL collects, processes and retains personal data for the purpose of providing payment services
and related financial services. This processing does not affect your rights under applicable data
protection legislation.

5.1 PROVIDING REQUESTED SERVICES
LFSL may use your information to:
o collect loan payments
e process money transfer transactions
e process currency exchange transactions
e collect funds for loading prepaid cards
e provide requested financial services
e provide information requested by customers

LFSL may also send service communications including:
e accountalerts
e in-application messages
e notifications about policies or service conditions
e newsletters where customers have registered to receive such communications

Where LFSL partners with other organizations to provide services, those partners will be identified at
the point of service delivery, for example when customers access partner websites or applications.

LFSL may also use personal information to enforce contractual agreements entered into between
customers and LFSL for the provision of services.

5.2 PROCESSING BASED ON CUSTOMER CONSENT
Where consent has been provided, LFSL may use personal information to:
¢ send marketing communications via email, SMS or social media platforms in accordance
with marketing preferences
e send short customer satisfaction surveys
e provide geo-location based services through mobile devices
e send electronic receipts where requested
e share marketing preferences with LASCO Financial Services Limited partner service
providers and agents
Customers may control geo-location settings through mobile device or application settings.
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5.3 LEGITIMATE INTERESTS

LFSL may process personal information where it has a legitimate business interest in doing so.
This may include:

improving customer experience

e improving the quality of LASCO Financial Services Limited services

e conducting data analysis and research

e developing and enhancing business processes

e personalizing services for customers

Where information is used for analysis and research purposes, LFSL may anonymize personal data
to ensure individuals cannot be identified.

LFSL may also share loyalty card numbers with loyalty programme providers where customers have
consented to participation in such programmes.

LFSL may also conduct business-to-business (B2B) marketing communications where individuals
engage with LFSL in their professional capacity on behalf of an organization that has an existing or
prospective relationship with LASCO Financial Services Limited.

In such cases, individuals may opt out of receiving marketing communications at any time.
Where LFSL relies on legitimate interests as a lawful basis for processing, LFSL conducts a balancing
test to ensure that such interests do not override the fundamental rights and freedoms of individuals.

5.4 LEGAL OBLIGATIONS
LFSL may also process personal information to comply with legal and regulatory obligations.
This includes obligations relating to:

e fraud prevention

e anti-money laundering requirements

e counter-terrorism financing regulations

e sanctions screening

Information provided by customers may be checked against relevant sanctions lists and screening
tools, including systems such as World Check, where required for compliance purposes.

6. INFORMATION SHARING
LFSL shares personal information only in limited circumstances and for specific purposes.
LFSL does not sell personal information.

Where information is shared, LFSL ensures that it is used only for the purposes outlined in this
Privacy Notice.

Information may be shared with other companies within the LASCO Financial Services Limited Group
and with third parties where necessary to deliver services.

If LFSL is acquired by a third party or enters into a merger or acquisition arrangement, personal
information may be transferred to the relevant entity.

LFSL may also share information with businesses that partner with LASCO Financial Services Limited
to provide services under partner branding. These partners may market their own products or
services only where customer consent has been obtained.
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In such arrangements, LASCO Financial Services Limited may act as either:
e Data Controller, where LFSL determines how personal data is processed, or
o Data Processor, where LFSL processes personal data based on written instructions from a
partner organization.

LFSL AGENT NETWORK AND PARTNERS
LFSL agent network partners may include:

e Supermarket chains

e Cambios and credit unions

e Pharmacies and wholesalers

e Retail businesses

e Money transfer companies

e Prepaid card providers

e Merchants

o Bill payment service providers

e Government entities

LFSL may share personal information with fraud prevention agencies such as the Financial
Investigations Division of the Ministry of Finance and the Public Service.

These agencies may keep records of enquiries and assessments used to prevent fraud and money
laundering.

BUSINESS PARTNERS AND SERVICE PROVIDERS
LFSL business partners may include:
¢ Payment gateways and payment service providers
e International money transfer service providers
e |dentity verification providers
e Creditreference agencies
e Fraud prevention and anti-money laundering service providers
e Cloud computing and cybersecurity providers
e Outsourced service providers
e Telecommunications and networking service providers
¢ Marketing communications providers
¢ Online advertising providers
e Social media platforms

LFSL may also engage third parties to deliver targeted advertising using identifiers such as email
addresses or website cookies, but only where express consent has been obtained.

7. HOW TO OPT IN OR OPT OUT OF DIRECT MARKETING, THIRD-PARTY MARKETING AND
SURVEYS

LFSL may use information provided through its platforms for direct marketing purposes in order to
provide customers with updates, newsletters, events, promotions, offers or other communications
by email or SMS that LFSL believes may be of interest.

Where required by law, LFSL will obtain your prior consent before sending direct marketing
communications.
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LFSL may also send surveys relating to its products and services from time to time. Such surveys will
only be sent where consent has been provided.

You have the right to opt in or opt out of direct marketing and surveys at any time by:
e visiting LFSL’s online Privacy Centre where available on LFSL Sites
e clicking the unsubscribe link included in marketing emails
e sending an email to unsubscribe@www.lascojamaica.com/financial
e calling LFSL at (876) 906-7473

8. THIRD-PARTY MARKETING COOKIES AND SOCIAL MEDIA ADVERTISING
LASCO Financial Services Limited maintains relationships with online advertisers and social media
platforms (collectively referred to as LFSL marketing partners).

These partners may use cookies and similar technologies for marketing purposes and may serve
targeted advertisements relating to LASCO Financial Services Limited services when you visit third-
party websites.

Such advertising will only occur with your express consent.

Further details regarding the use of cookies can be found in LFSL’'s Cookie Statement, available on
LFSL websites.

LFSL encourages customers to review the privacy policies of social media platforms and online
advertising providers to understand how such organizations collect and process personal
information and how marketing preferences may be managed.

9. RETENTION OF PERSONAL INFORMATION
LFSL retains personal information only for as long as necessary for the purposes set out in this
Privacy Notice and to fulfil legal and regulatory obligations.

Where you are a customer, personalinformation is generally retained for the duration of the customer
relationship in order to meet contractual and legal obligations.

LFSL may also retain certain information after a customer relationship has ended where necessary
to:

o comply with legal obligations

o comply with anti-money laundering requirements

o comply with tax and accounting requirements

e resolve disputes

o enforce agreements

Where personal information is no longer required for these purposes, LFSL will securely delete or
anonymize such information.

10. LINKS TO THIRD-PARTY WEBSITES
LFSL Sites may contain links to websites operated by LASCO Financial Services Limited Group
companies, partner organizations, advertisers or affiliates.

These websites may be located outside LFSL’s control and may not be covered by this Privacy Notice.
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If you access third-party websites through links provided on LFSL Sites, the operators of those
websites may collect personal information which will be processed in accordance with their own
privacy policies.

LFSL does not accept responsibility or liability for the privacy practices of such third-party websites.
Some third-party services embedded within LFSL Sites may track the use of applications or content
made available through LFSL Sites.

For example, where you share content through social media platforms such as Facebook, Twitter,
Instagram, LinkedIn or Google Plus, the social media platform may record such activity.

Customers are encouraged to review the privacy notices of such platforms to understand how their
information may be processed.

11. SECURITY
LASCO Financial Services Limited takes reasonable steps to ensure that all information collected
through LFSL Sites is treated securely and in accordance with this Privacy Notice.

LFSL implements appropriate technical and organizational security measures, including regular
review of security practices and compliance with regulatory standards.

Security measures are desighed to protect personal information against:
e unhauthorized access
e unhauthorized disclosure
e misuse
e alteration
e destruction

However, when transmitting information over the internet, it should be noted that no method of
transmission can be guaranteed to be completely secure.

While LFSL takes reasonable steps to protect personal information, LFSL cannot guarantee the
security of information transmitted over the internet.

When using LFSL Sites, you may be required to create usernames and passwords. You are
responsible for maintaining the confidentiality of these credentials and for all activities conducted
using your account.

12. INTERNATIONAL TRANSFERS OF INFORMATION
In providing LASCO Financial Services Limited services, LFSL may transfer personal information to

countries outside Jamaica, including the United States of America.

Where such transfers occur, LFSL ensures that personal information is protected with appropriate
security measures and safeguards in accordance with applicable data protection laws.

The internet is a global environment and the use of internet-based services may involve the
international transmission of personal information.

By using LFSL Sites or communicating electronically with LFSL, you acknowledge that personal
information may be processed in jurisdictions outside Jamaica.
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LFSL ensures that all international transfers are carried out in accordance with applicable data
protection and privacy laws and that appropriate safeguards are implemented.

13. YOUR RIGHTS
As a Data Subject, you have several rights under applicable data protection legislation.

These rights include:
1. Right to object to processing
You have the right to object to certain types of data processing, including direct marketing.
2. Right to be informed
You have the right to clear and transparent information regarding how your personal
information is used.
3. Right of access
You have the right to obtain access to the personal information held about you.
4. Right to rectification
You have the right to request correction of inaccurate or incomplete personal information.
5. Right to erasure
Also known as the “right to be forgotten,” this allows you to request deletion of personal
information where applicable.
6. Right to restrict processing
You may request that LFSL restrict processing of personal information in certain
circumstances.
7. Right to data portability
You have the right to obtain and reuse personal information across different services.
8. Right to lodge a complaint
You have the right to lodge a complaint with the relevant supervisory authority.
9. Right to withdraw consent
Where processing is based on consent, you may withdraw your consent at any time.
Requests relating to these rights may be made using the contact information provided in Section 7.

14. CHILDREN’S PRIVACY
In limited circumstances, LFSL may collect personal information relating to individuals under the age
of 18.

This may occur where:
e aminor conducts a transaction accompanied by a parent or guardian

e aprimary prepaid cardholder establishes a supplementary card for a minor

In such circumstances, personal information is collected only with the consent of the responsible
parent or guardian.

LFSL does not knowingly collect additional personal information from individuals under the age of 18
without appropriate authorization.

If LFSL becomes aware that personal information has been collected from a minor without
appropriate authorization, LFSL will take steps to remove such information from its systems.

15. COLLECTION AND PROCESSING OF PERSONAL DATA FOR HUMAN RESOURCE AND
RECRUITMENT PURPOSES
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LASCO Financial Services Limited (“LFSL”) may collect and process personal data for employment,
recruitment and human resource (“HR”)-related purposes, including where such data is submitted
through LFSL’s website or other online platforms. All HR and recruitment personal data will be
processed in accordance with the Jamaica Data Protection Act, 2020 (“JDPA”) and this Data
Protection and Privacy Statement.

15.1 Personal Data Collected for Recruitment and Employment Purposes
Where individuals apply for employment or express an interest in working with LFSL, the company
may collect the following categories of personal data:

e Name, address, email address and telephone number

e Curriculum Vitae/Resume, cover letter, certificates, qualifications, employment history and
references

e Social media profile links or handles, where voluntarily provided

e Information related to the recruitment process (for example interview notes or assessments)

e Any other information reasonably required to evaluate suitability for employment or to
manage the hiring process

Applicants may be asked to provide this information directly through LFSL’'s website or other
recruitment channels. Where information is collected from third parties (such as references), such
collection will be conducted in accordance with the JDPA.

15.2 Purpose of Processing Recruitment and HR Data
LFSL processes HR and recruitment personal data for the following purposes:
e Managing recruitment, screening, shortlisting and candidate selection
e Communicating with applicants regarding their applications
e Verifying qualifications and conducting background checks, where lawful
e Preparing employment agreements and onboarding documentation where an applicant is
successful
e Complying with legal, regulatory or statutory requirements
e With the applicant’s express consent, securely retaining applicant information for a defined
period for future employment opportunities

15.3 Lawful Bases for Processing (JDPA 2020)
LFSL processes HR and recruitment personal data under the following lawful bases:
e Consent-where an applicantvoluntarily submits his/her information through LFSL’s website
or elects to allow LFSL to retain the information for future employment opportunities.
o Contractual necessity —where processing is required in order to enter into an employment
contract.
o Legal obligation — where processing is necessary to comply with labour laws, regulatory
requirements or statutory reporting obligations.
o Legitimate interests — where processing is necessary for LFSL to manage an effective
recruitment process and assess candidate suitability, provided that such interests do not
prejudice the rights and freedoms of the applicant.

Where consent is the lawful basis for processing, applicants will be informed that they may withdraw

their consent at any time without affecting the lawfulness of processing carried out prior to the
withdrawal of consent.
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15.4 Storage and Retention of HR and Recruitment Data
Personal data collected during recruitment will be retained only for as long as necessary for the
purposes for which it was collected, or as required by law.

e Datarelating to unsuccessful applicants will be retained only for the period permitted under
the JDPA, unless the applicant provides explicit consent for LFSL to retain such information
for a longer period for future employment opportunities.

¢ Information relating to successful applicants will form part of the employee’s personnel
records and will be retained in accordance with LFSL’s HR data retention practices and legal
obligations.

All HR and recruitment data will be stored securely and will be accessible only to authorized
personnel on a need-to-know basis.

15.5 Disclosure of HR and Recruitment Personal Data
LFSL may disclose HR and recruitment personal data to:
e Service providers engaged to support recruitment or HR processes
o Government authorities or statutory bodies where disclosure is required by law
o Referees or educational institutions for verification purposes (with applicant consent where
required)
e Other companies within the LASCO Group where necessary and proportionate

LFSL will not sell or share applicant data for marketing or unrelated purposes.

15.6 Rights of Applicants Under the JDPA 2020
Applicants have the following rights regarding their personal data, subject to applicable exemptions
under the JDPA:

e Rightto be informed

e Rightofaccess

e Right to rectification

e Right to erasure (where applicable)

e Right to prevent processing

e Right to data portability

e Right to withdraw consent

Requests to exercise these rights may be directed to LFSL’'s Data Protection Officer using the
contact information provided in Section 15 of this Notice.

LFSL acts as the Data Controller for personal data collected during recruitment and employment
processes. Applicants who believe that LFSL has processed their personal data in a manner that
does not comply with the Jamaica Data Protection Act, 2020 have the right to lodge a complaint
with LFSL’s Data Protection Officer using the contact information provided in this Notice.

Applicants also have the right to lodge a complaint with the Office of the Information
Commissioner (OIC), which is the supervisory authority responsible for overseeing compliance with

the Jamaica Data Protection Act, 2020.

LFSL encourages applicants to contact the Data Protection Officer in the first instance so that any
concerns regarding the processing of personal data may be addressed promptly.
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16. CHANGES TO THIS NOTICE
This Notice was last updated on August 5, 2021.

LFSL may update this Notice periodically to reflect changes to LASCO Financial Services Limited
services or changes in applicable laws and regulations.

Any updates will be published on LFSL websites.

By continuing to use LFSL services after changes to this Notice have been published, you will be
deemed to have accepted those changes.

17. HOW TO CONTACT YOUR LOCAL SUPERVISORY AUTHORITY
Questions, comments and requests regarding this Privacy Notice should be addressed to:
Data Protection Team
LASCO Financial Services Limited
38% Red Hills Road
Kingston 10
Jamaica, W.I.
Email: dataprotectionteam@lascoja.com

Supervisory Authority:
Office of the Information Commissioner
Phone: (876) 929-8568
Email: info@oic.gov.jm

Address:

Masonic Building

2nd Floor

45-47 Barbados Avenue
Kingston 5

Jamaica

Title: LFSL DATA PROTECTION & PRIVACY STATEMENT

Published Date: AUGUST 5, 2021

Produced By: LASCO FINANCIAL SERVICES LIMITED (GROUP) Version: (V.2)
Approval Date: MARCH, 2026

Revised: APRIL, 2026
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